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Why document digital signing should become part of the everyday document workflow 
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Documents rarely exist in isolation. A contract is drafted, discussed, revised, exchanged, signed, and 

retained as part of an ongoing business process. In many cases, the conversation happens through email, 

and the document itself moves between people as an attachment. Yet when the document is ready for 

signing, users are often asked to leave that workflow, upload the file to a separate signing platform, 

create a signing transaction, invite participants, and return to email after the process is completed. 

This model can work well for organizations that need a dedicated, centralized signing process. But it 

also raises a broader question: Why should document signing become a separate workflow when 

the document is already part of an existing email workflow? 

The challenge is not simply how to apply a digital signature to a PDF. It is how to connect signing 

identity, document integrity, confidentiality, trusted time, and subsequent validation throughout the 

document lifecycle, without adding unnecessary complexity or separating the document from the work 

in which it belongs. 

ZTmail Sign approaches this challenge by extending ZTmail cryptographic application automation 

infrastructure from email messages to documents. It brings certificate-based digital signing, trusted 

identity, document encryption, trusted timestamping, and signature validation into the document 

workflow, with email as a natural point of integration. 

 

1. Document Signing Should Not Create Another Workflow 

Most online document-signing services are organized around a dedicated signing platform. A user 

uploads a document, creates a signing transaction, invites other participants, and manages the resulting 

document within that service. This arrangement can provide a structured process, but it introduces 

another environment into the document lifecycle. 

Separation becomes apparent in everyday business communication. A contract may have been 

discussed through dozens of email messages before the parties agree on its final version. If signing 

then requires a separate signing platform, the participants must move between the original conversation 
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and the signing service to complete what is essentially one continuous business process. 

Document custody is another consideration. When a service requires the original document to be 

uploaded, the document enters a separate service environment. That may be appropriate for some 

workflows, but it is not always necessary or desirable. Organizations may prefer to keep internal 

documents within their existing communication, storage, and records-management environments. 

There is also a distinction between the signing transaction and the evidence carried by the signed 

document. A platform account or authentication session can identify a participant within a particular 

service. A certificate-based digital signature, by contrast, cryptographically associates a signature with 

a signing certificate and protects the signed content against undetected modification. The resulting 

evidence can remain with the document after it leaves the original workflow. 

These differences lead to a more fundamental design question: should the signing process depend 

primarily on a dedicated signing platform, or should the document itself carry portable cryptographic 

evidence that can be validated independently of the original transaction? 

For many business documents, the latter is an important capability. Signing should fit the way 

documents are already handled, while the resulting document should retain the evidence needed for 

subsequent verification. 

 

2. A Digital Signature Is More Than a Picture of a Signature 

The term electronic signature is often used broadly to describe different methods of indicating 

agreement or approval. A digital signature based on public-key cryptography provides a more specific 

set of technical properties. When a document is digitally signed, the signing operation uses a private 

key associated with a digital certificate. The signature protects the integrity of the signed content and 

provides cryptographic evidence associated with the signer identity. A recipient can validate the 

signature to determine whether the signed content has changed and whether the signing certificate is 

trusted under the applicable trust configuration. 

This distinction matters because a visual representation of a person's name, a typed name, or an image 

of a handwritten signature does not by itself provide the same cryptographic evidence. A certificate-

based digital signature also creates an opportunity to make identity more meaningful. Rather than 

relying only on the name displayed beside a signature, recipients can inspect the certificate and its 

associated identity information. Depending on the certificate and trust configuration, this may help 



                                                  3                    © 2026 ZoTrus Technology Limited  

 

establish whether the signer is associated with a particular individual or organization. 

A digital signature does not, by itself, prove that every statement in a document is true, or that the 

signing certificate is trusted in every environment. Those questions depend on the relevant identity 

validation, authorization, trust, and legal context. What cryptography provides is a verifiable 

foundation for signature integrity and identity evidence. 

For document signing to become a practical everyday capability, however, users should not have to 

become certificate experts before they can use it. The application must handle the cryptographic 

complexity while making the relevant results understandable. This is the same usability challenge that 

has limited the widespread adoption of S/MIME encryption. The cryptographic standards already exist. 

The missing layer is the automation that connects identity, certificates, keys, and cryptographic 

operations to the applications people use every day. 

 

3. From Email Attachments to Local Documents 

ZTmail Sign applies the above principle to documents through ZTmail App. When a document arrives 

as an email attachment, users can initiate signing within the existing document-exchange workflow 

rather than moving the file into a separate online signing platform. The signed document can then be 

returned through email, retained in the mailbox, or archived with the related correspondence. 

But document signing should not be limited to files received through email. Users also work with 

documents stored locally on their computers, including PDFs, contracts, quotations, statements, 

organizational notices, and other business records. ZTmail App therefore provides a Document menu 

through which users can select local documents for signing and other supported cryptographic 

operations. 

This distinction is important. Email is a central part of the ZTmail Sign experience, but it is not a 

restriction on where a document must originate. Whether a document arrives as an attachment or is 

selected from local storage, the objective is to make digital signing and document protection available 

through the same application. 

The workflow can therefore follow the document rather than forcing the document into a separate 

signing platform environment. For a typical contract, the process can begin with an attachment in an 

email conversation. The signer applies a digital signature using their own identity certificate. The 

resulting PDF carries the signature and associated certificate-based evidence. If the document contains 
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confidential information, encryption can be applied for the intended recipients. Trusted timestamping 

can add verifiable time information, and signature validation can be performed when the document is 

received or reviewed later. The completed document remains useful outside the immediate signing 

session. It can be sent to another party, stored in a mailbox, archived with related records, or validated 

later without relying solely on the original signing platform's transaction history. 

The same approach is not limited to contracts. It can be applied to agreements, quotations, purchase 

documents, statements, approval documents, organizational notices, confidential internal PDFs, and 

other business documents that are routinely exchanged as email attachments. The common requirement 

is that the document already belongs to a communication workflow and needs identity, integrity, 

confidentiality, trusted time, or later validation. 

For organizations that need centralized document batch signing automation, ZTmail provides a 

Gateway implementation path that extends the same cryptographic capabilities into enterprise systems 

and controlled email environments. The Gateway is the enterprise automation path for the same 

Cryptographic Application Automation capabilities. Individual and small-business users can work 

through the ZTmail App, while enterprise organizations can automate certificate management, signing, 

encryption, and related cryptographic operations through the Gateway. 

 

4. Signing and Encryption Solve Different Problems 

Digital signing and document encryption are complementary, but they should not be confused. A digital 

signature provides evidence associated with the signer and protects document integrity. Encryption 

controls who can read the document. One does not replace the other. 

A digitally signed document may be readable by anyone who obtains a copy. That can be appropriate 

for public notices, published statements, and documents whose authenticity matters more than 

confidentiality. For contracts, financial records, internal approvals, and other sensitive business 

documents, however, the ability to verify a signature may need to be combined with access control. 

ZTmail Sign can encrypt documents for one or more authorized recipients using their public keys. The 

intended recipients can then use their corresponding private keys to decrypt the documents. This 

extends the identity-based cryptographic model used for secure email to the documents exchanged 

through the same workflow. 

The distinction can be expressed simply: sign to establish cryptographic evidence of who signed 
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and to protect integrity; encrypt to control who can read the content. When both operations are 

required, they can work together as parts of a single document-security process. Users do not need to 

treat confidentiality as an unrelated concern that must always be addressed through a different system. 

The same principle applies to verification. A recipient should be able to inspect the signature, evaluate 

the associated certificate and trust configuration, and determine whether the signed content remains 

intact. Making this process accessible is an essential part of making document security practical, 

especially the visual UI identity display. 

 

5. Trusted Time and Long-Term Validation 

A digital signature provides evidence associated with the signing identity and the integrity of the signed 

content. But when a document must be examined months or years later, another question may arise: 

what evidence is available about when the signature existed? 

A trusted timestamp adds a verifiable time information associated with the signed document or 

signature. This can strengthen the evidence available for subsequent validation, particularly when 

certificate validity, expiration, or long-term records are relevant. 

Trusted timestamping is not simply another visual element added to a PDF. It is a cryptographic service 

that contributes time-related evidence to the document's validation process. Its value depends on the 

timestamp evidence, the applicable trust configuration, and the validation requirements over time. 

Long-term validation (LTV) also requires more than checking whether a signature appears on a page. 

The signature, certificate information, timestamp evidence, and relevant trust information may all 

matter when a document is reviewed later. 

ZTmail Sign integrates trusted timestamping into its document-signing capabilities as default, 

supporting long-term validation where the applicable service edition includes this functionality. This 

helps make the resulting document more suitable for business processes in which signed records must 

remain verifiable after the original communication has ended. The objective is not to promise that 

every signed document will remain valid under every future legal or technical condition. It is to ensure 

that trusted time and subsequent validation are considered part of the document-security lifecycle, 

rather than treated as unrelated afterthoughts. 

 

6. Keep the Document. Keep the Cryptographic Evidence. 
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A document's lifecycle does not end when the signing operation is complete. It may be forwarded, 

archived, included in another business process, or reviewed by people who were not involved in the 

original conversation. 

For this reason, the resulting document should carry cryptographic evidence that can be examined 

independently of the original signing workflow, a certificate-based digital signature is designed to 

provide this kind of portable evidence. This is an important architectural distinction between a 

document that carries a verifiable digital signature and a workflow whose evidence is understood 

primarily through records maintained by a dedicated service. 

ZTmail Sign keeps document signing connected to the existing email-based exchange and storage 

process. Signed documents can be returned through email and retained with the related correspondence. 

When encryption is required, the document can be protected for its intended recipients. The document 

therefore remains connected to the business context in which it was created and exchanged, while the 

cryptographic evidence travels with the signed content. 

The goal is not to eliminate every specialized document-management or signing platform. 

Organizations may still need centralized approval systems, record-management applications, or other 

workflow tools for particular business requirements. Rather, ZTmail Sign addresses a different need: 

making certificate-based document signing and protection available without requiring every document 

to enter a separate signing platform. 

 

7. Cloud Signing Without Giving Up the Document 

Cloud signing offers an important convenience: users can sign documents without having to manage 

every part of the signing infrastructure themselves. Yet conventional online signing workflows 

generally begin by transferring the original document to a signing platform that manages the signing 

transaction. For documents containing personal information, confidential contracts, commercial 

secrets or intellectual property, this creates an additional document-handling boundary. 

ZTmail Sign takes a different approach by separating the document from the cloud-based signing 

operation. The signing process is divided between ZTmail App on the user's device and the cloud 

signing service. The original document remains on the user's device. ZTmail App calculates the 

document's cryptographic hash using SHA-2 and sends only that hash to the cloud. The cloud service 

signs the hash with its trusted platform-identity signing certificate and returns the signed data. ZTmail 
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App then completes the document-signing process locally. 

This division of work is central to service design. The cloud provides the cryptographic signing 

capability, while the original document remains under the user's local control. The service can perform 

its part of the signing operation without requiring the user to upload the document itself. The result is 

a different model of cloud signing, convenience does not have to mean transferring custody of the 

original document to an external signing platform. For individuals, this helps protect personal 

information. For businesses, it helps reduce the exposure of contracts, internal documents and 

commercially sensitive information to additional service environments. 

Besides the cloud signing service, ZTmail Sign also offers digital signature services using users' own 

identity certificates. The two services serve different needs: the cloud signing service represents the 

platform's signing identity, aiming for signing convenience, while the digital signature service using 

users' own certificates represents a validated user identity, ensuring the signer's trustworthy identity 

through cryptography. Both are integrated into ZTmail Sign's document workflow, meeting users' 

needs for both convenience and identity trust, and are clearly distinguished in the App's user interface. 

Your document stays with you. Only its hash goes to the cloud. This is exactly the core advantage 

of the cloud signing workflow of ZTmail Sign. 

 

8. From Email Cryptography to Document Cryptography 

ZTmail's broader architecture is built around a simple principle: cryptographic capabilities should be 

integrated into the applications and workflows where people communicate and work. For email, this 

means connecting digital identity, certificate lifecycle management, signing, encryption, decryption, 

and signature validation to everyday email operations. For documents, it means extending those 

capabilities to the files people exchange, review, sign, protect, and retain. 

The underlying foundation is shared. ZTmail Sign does not need to treat document signing as an 

entirely separate cryptographic infrastructure. It extends the existing Cryptographic Application 

Automation model to another application context. This also creates a broader opportunity for 

interoperability. Documents are exchanged across email clients, cloud platforms, business applications, 

organizations, and geographic boundaries. A document-security model based on established 

cryptographic standards can help keep verification from depending exclusively on the application that 

initiated the signing operation. 
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Interoperability does not mean that every application will automatically trust every certificate or 

support every signature format. Trust configuration, certificate policies, standards support, and the 

receiving application's capabilities remain important. The objective is to make the cryptographic 

evidence portable and standards-based, while allowing different applications and trust environments 

to validate it appropriately. 

In the longer term, document signing should not be viewed as an isolated feature attached to a single 

application. It is part of a wider cryptographic application ecosystem in which identity, signing, 

encryption, and validation can support email, chat, documents, and other digital workflows. 

The industry has already established many of the cryptographic building blocks. The next challenge is 

to connect them to everyday applications through automation, usable interfaces, and interoperable 

implementations. 

 

9. Document Signing, Built into Email 

Documents are created, discussed, exchanged, revised, signed, protected, and retained as part of 

everyday work. Their security should reflect that reality. 

ZTmail Sign brings certificate-based digital signing, trusted identity, signature validation, document 

encryption, and trusted timestamping into a document workflow that can begin with an email 

attachment or a local file. It connects these operations to ZTmail cryptographic application automation 

infrastructure, reducing the need to move documents into a separate signing platform simply to apply 

cryptographic protection. 

The value is not merely that a document can be signed. It is that identity, integrity, confidentiality, 

trusted time, and subsequent validation can work together throughout the document lifecycle, while 

the signed document retains cryptographic evidence beyond the original workflow. 

Email remains one of the most widely used environments for exchanging business documents. Making 

digital signing part of that workflow is therefore a practical step toward making cryptographic 

document protection more accessible. Local documents should be supported just as naturally, through 

the same application and underlying cryptographic foundation. 

The broader principle is consistent with ZTmail's approach to email security: cryptographic technology 

should provide trust, automation should remove unnecessary complexity, and the user experience 

should fit the way people already work. 
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ZTmail Sign, automatically complete digital signatures, encryption, and trusted timestamp 

signing for documents, built into the email workflow. 
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In Shenzhen, China 
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Follow ZTmail at X (Twitter) for more info. 
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