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Today's enterprise email environment already has a substantial detection layer. What it lacks is a
cryptographic application layer that can continuously integrate identity, certificates, keys, signing,
encryption, and validation into the normal email flow. But how do we fill the lack? ZTmail gives a

different answer.

1. What Is Still Missing from Enterprise Email Security?

After years of development, enterprise email security has become a mature defensive system. Anti-
spam, malware detection, phishing protection, data loss prevention, content inspection, and
increasingly Al-assisted security analysis are now important parts of modern email infrastructure.
These technologies primarily address whether an email is secure: whether a message is malicious,
whether an attachment presents a risk, whether content violates policy, or whether sender behavior

appears suspicious.

Detection and cryptographic protection, however, solve different problems. A security system can
inspect an email without giving the message a verifiable digital identity, integrity protection, or
recipient-controlled content encryption. S/MIME addresses this layer. Through digital certificates and
public-key cryptography, it provides digital signatures, trusted identity, and message-level encryption,

capabilities that have existed for decades and are already supported by enterprise email clients.

The problem, therefore, is not whether S/MIME is mature. The problem is why these capabilities have
never become a normal part of enterprise email infrastructure. TLS protects communication channels
between mail systems, but it does not provide the same message-level protection. S/MIME can protect
the message itself and carry verifiable sender identity. For organizations that require stronger identity
assurance, integrity, and confidentiality, what is needed is a practical way to make cryptographic email

protection operate as infrastructure.

2. Why Has S/MIME Not Become an Enterprise-Scale Capability?
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S/MIME has not remained a niche technology because the underlying cryptography is immature. The
standards, PKI infrastructure, certificate ecosystem, and email-client support have existed for many

years. The difficult part is operations.

Traditional S/MIME deployment tends to treat every mailbox as an independent cryptographic
endpoint. A certificate must be issued for the user, identity must be validated, keys must be generated
and protected, the certificate must be configured in the email client, and renewal, replacement, and
revocation must be managed over time. When users, departments, devices, or business relationships
change, the cryptographic state has to change with them. A model that works for dozens or hundreds
of users becomes increasingly difficult when an organization has thousands, tens of thousands, or more

mailboxes.

There is also an economic consequence. When every mailbox is treated as an independent certificate
deployment, certificate procurement, lifecycle management, administration, and support become
recurring costs that grow with the number of users. A model suitable for a small population of

executives does not automatically become an economic foundation for encrypting an entire enterprise.

For S/MIME to scale, two conditions therefore must be addressed at the same time. First, users should
not have to change the way they use email. If every employee must decide when to encrypt, manage
certificates, or learn a new workflow, the system ultimately depends on human behavior rather than
infrastructure. The scalable model is zero user change: employees continue using familiar email clients,

while encryption happens in the background.

Second, the organization needs a sustainable cryptographic identity infrastructure. Certificate issuance,
deployment, renewal, replacement, and revocation cannot remain a collection of independent mailbox
projects. HTTPS provides a useful precedent. The Internet did not achieve widespread TLS adoption
because every user learned certificate management. It happened because infrastructure absorbed the

complexity and automation handled deployment and renewal.

The emergence of ACME-based S/MIME automation strengthens that foundation. RFC 8823 extends
the ACME model to S/MIME certificates, and the incorporation of S/MIME ACME into the
CA/Browser Forum S/MIME Baseline Requirements provides an important standards-based direction
for automation. But a standard alone does not create enterprise infrastructure. The remaining challenge

is to combine certificate automation, certificate, key protection, mail flow, trust relationships, and
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cryptographic processing into a system that can operate continuously on an organizational scale.

3. The Hardware Gateway Changes the Deployment Model

ZTmail approaches this problem by changing the unit of S/MIME deployment from the individual
mailbox to the organization. ZTmail S/MIME Automation Gateway is not simply another email
gateway. It is a dedicated cryptographic infrastructure layer designed to make S/MIME an

organizational service.

Gateway integrates Enterprise CA and an organizational SubCA, with the SubCA private key protected
by an integrated PCle HSM card. This allows the organization to establish an organizational trust and
certificate infrastructure within the Gateway environment. Certificates application, issuance,
deployment, renewal, replacement, and revocation can then move from fragmented operations

performed across individual mailboxes and administrators to a centrally managed certificate lifecycle.

The result is a fundamentally different operating model: the organization is no longer managing
thousands of independent certificate management. The mailboxes become managed endpoints of an

organizational cryptographic infrastructure.
One Gateway. One Organizational Trust Infrastructure. Thousands to Millions of Mailboxes.

With ZTmail Trust, organizations can support organization-scale deployment without S/MIME
certificate quantity limit. When external communication requires internationally recognized Public CA
trust, Global Trust can be used. These trust domains serve different communication and trust

requirements while remaining part of the same Gateway architecture.

Gateway does not require an organization to replace its existing email security systems, and coordinate
work while everyone does their duty. Inbound S/MIME messages can be decrypted and their signatures
validated within the controlled cryptographic boundary before entering existing security inspection.
Outbound messages can pass through existing security controls before the Gateway signs and encrypts
them. This allows organizations to preserve anti-spam, malware detection, phishing protection, DLP,

content inspection, and compliance systems while adding message-level cryptographic protection.
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For Gateway deployment architecture, the objective is not to claim that a message remains encrypted
through every internal processing step. The objective is to ensure that entering the third party operated
mail server in the cloud does not automatically mean losing S/MIME protection, the email is always
stored in encrypted form. Outside the organization’s-controlled decryption boundary, the message can
remain cryptographically protected; inside that controlled environment, existing security systems can
access the content required for inspection and policy enforcement. Cryptographic protection therefore

becomes part of the email infrastructure rather than an isolated client feature.

This distinction matters because S/MIME automation is not simply the automation of certificate
issuance. Certificates are one component of the enterprise cryptographic system. A scalable
architecture must also manage identity, certificate lifecycle, private-key protection, mail flow, trust

relationships, cryptographic operations, and security policy.

Once cryptographically verified identity becomes part of the mail infrastructure, it can also become an
input to security decisions. A system can evaluate not only message content, attachments, and
behavioral signals, but also whether a message carries a valid cryptographic identity, whether its digital

signature is valid, and what level of identity validation is associated with the sender.

This is also where Al can become more useful without replacing existing security controls. Al can
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analyze language, behavior, links, attachments, and other signals to identify suspicious communication.
Trusted identity adds a different signal: whether the claimed sender can be cryptographically associated
with a validated identity. Al can therefore reason from both what a message looks like and what the

sender can prove about who they are.

The distinction is important. Al does not create cryptographic trust, and trusted identity does not
replace Al-based detection. Together, however, they can provide a stronger foundation for email
security decisions—combining behavioral and content analysis with a verifiable identity signal.
Cryptography changes the trust boundary; Al can make better use of the trust information available

within that boundary.

From this perspective, the real change is not simply whether email is encrypted. Cryptography changes
where trust is established and how it can be used. TLS protects the connection. S/MIME protects the

message. The two are complementary and can form part of the same enterprise security architecture.

4. Email Is Ready for the Same Encryption Transition That Web Already Made

The history of HTTPS demonstrates an important principle: widespread encryption did not happen
because users learned more about cryptography. It happened because infrastructure absorbed the
complexity. Today, a user visiting a website does not need to understand how certificates are issued,
how keys are generated, or how an HTTPS connection is established. Those operations have become

part of the infrastructure.

Email needs a similar transition. It remains one of the world's most important forms of digital
communication, carrying business information, financial data, intellectual property, personal
information, and other sensitive content. [f HTTPS can make encryption a default property of the Web,

email should be able to make message-level cryptographic protection part of email infrastructure.

The technical building blocks are already largely in place. Public-key cryptography is mature. SSMIME
is a long-established email security standard. Enterprise email clients support the required capabilities.
PKI and Certificate Authorities provide identity and trust infrastructure. ACME provides a

standardized foundation for S/MIME certificate automation.

What has been missing is not another encryption algorithm, nor another email security inspection

product. It is an infrastructure model that brings these components together and can operate
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continuously at enterprise scale. That model must solve the two problems that have constrained
S/MIME for decades: users should not have to change their normal email behavior, and organizations
should not face a proportionate increase in certificate administration and operational burden as mailbox

counts grow.

Once cryptography becomes part of the email infrastructure, encryption no longer needs to be an action

that users consciously perform. It can become a default capability of the mail system itself.

That is the transition S/MIME needs to complete. The question is no longer whether email can be
encrypted. Technology answered that question decades ago. The question is whether encryption can

become simple enough, scalable enough, and sustainable enough to be infrastructure by default.

The Web has already made that transition. Email can make the same transformation too.

Richard Wang
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