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In a future policy update or CA/Browser Forum Ballot Proposal. we intend to introduce:

» a maximum validity period for subordinate CAs. Much like how introducing a term limit for root CAs will allow the ecosystem to take advantage of
continuous improvement efforts made by the Web PKI community, the same is true for subordinate CAs. Promoting agility in the ecosystem with
shorter subordinate CA lifetimes will encourage more robust operational practices, reduce ecosystem reliance on specific subordinate CA certificates
that might represent single points of failure, and discourage potentially harmful practices like key-pinning. Currently, our proposed maximum
subordinate CA certificate validity is three (3) years.

« areduction of TLS server authentication subscriber certificate maximum validity from 398 days to 90 days. Reducing certificate lifetime
encourages automation and the adoption of practices that will drive the ecosystem away from barogque, time-consuming, and error-prone issuance
processes. These changes will allow for faster adoption of emerging security capabilities and best practices, and promote the agility required to
transition the ecosystem to quantum-resistant algorithms quickly. Decreasing certificate lifetime will also reduce ecosystem reliance on “broken”
revocation checking solutions that cannot fail-closed and, in turn, offer incomplete protection. Additionally, shorter-lived certificates will decrease the
impact of unexpected Certificate Transparency Log disqualifications.
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